Personal Information Protection Policy

McDonald's Holdings Company (Japan), Ltd.

McDonald's Company (Japan), Ltd.

(For the addresses and representatives of both companies above, please refer to

the Corporate Profile page. Both companies will hereinafter be collectively referred to as

“the Company”.)

Personal Information Protection Policy

Based on the Act on the Protection of Personal Information (hereinafter referred to as “the
Personal Information Protection Act”), the Company set forth the Personal Information
Protection Policy (hereinafter referred to as “this Policy”) concerning personal information
of customers and all others involved in the business activities of the Company including
shareholders and employees (hereinafter collectively referred to as “Customers”).

The Company will handle personal information of Customers in accordance with this Policy.
In addition, Customers who use websites, mobile applications and individual services
(hereinafter collectively referred to as “Websites, etc.”) provided by the Company are

deemed as having agreed to this Policy.

Article 1: Definition
“Personal information” means information relating to a living individual which falls under
any of the following:

1. those containing names, dates of birth or other descriptions etc. stated, recorded or
otherwise expressed using audio, movement or other methods whereby a specific
individual can be identified (including those which can be readily collated with other
information and thereby identify a specific individual).

2. those containing an individual identification code.

Article 2: Management

The Company will establish a personal information protection management supervisor to
ensure strict management of personal information gathered from Customers in compliance
with the Personal Information Protection Act, other relevant laws and regulations and
company rules. The Websites, etc. have sufficient security measures in place against
unauthorized access, data leakage, alteration and/or destruction to protect the Customers’
personal information. However, these security measures do not provide protection for data
communication between the Customers’ computers and the Websites, etc. Customers are

responsible for the management of their own security measures.


https://www.mcdonalds.co.jp/company/outline/gaiyo/

Article 3: Specifying the Purpose of Using Private Information and Usage

The Company may use personal information collected from Customers for purposes listed

below. In cases where personal information is to be used for purposes other than those listed

below such as individual programs, campaigns and customer services, the purpose of use will

be specified each time prior to collecting personal information.

To provide information on products sold, services offered and campaigns conducted
by the Company.

To notify winners of Company-sponsored campaigns in which Customers have
participated, to inform them that they have won and to present the prizes and
rewards.

To analyze attribution information and browsing/purchasing history, etc., acquired
to provide information, contents, coupons and advertisements that are in accordance
with customer preferences.

To send requests to participate in surveys for sampling of new products or mobile
applications to enhance product quality and services as well as other actions relating
to such.

To inform of updates for Websites, etc. as well as their contents (including
recruitment information for employees or part-time employees, etc.).

To offer information on products, services and campaigns by companies, schools,
associations and such that the Company deems appropriate including business
partners, etc.

To improve marketing, product development and services and to develop new
services based on the results of interviews with Customers, analysis of surveys and
analysis of customer behavior in restaurants.

To respond to inquiries from Customers, to deliver products to Customers and to
contact Customers as necessary.

To handle applications for employees/part-time employees and franchise Owner
Operators and contact such applicants as necessary.

To provide and operate the Company’s products, services, and promotional
campaigns safely and securely (including in-store, delivery, and other channels).
To detect, investigate, and prevent fraud, unauthorized use, and other illegal
activities related to the Company’s products, services, and campaigns.

To manage employment and contact employees/part-time employees.

To contact franchise Owner Operators and relevant parties and enter/execute

Franchise Agreements.



= To exercise rights and/or perform obligations of shareholders.

= To create and/or manage shareholders’ data, etc.

* To communicate with shareholders, including sending notices of shareholders

meeting and benefits.

»  Other purposes associated to the abovementioned purposes.
The Company will use personal information of Customers only within the scope of purposes
specified at the time of collecting such information. In cases where situations require
changes within the scope that is reasonably recognized as relevant to the said specified
purpose of use, this will be notified to Customers or announced on the Websites, etc. In
cases where situations require the use of the Customers’ personal information outside of the
scope that is reasonably recognized as relevant to the said specified purpose of use, consent
will be obtained from Customers before use. The Customers’ personal information will not

be used for the said purpose in cases where consent cannot be obtained.

Article 4: Personal Information of Children

The personal information of minors will be protected to the same degree as personal
information of adults.

However, when Customers below 13 years old are to use the Company’s Websites, etc. or
apply for various programs, it is recommended that this is done together with guardians of
said Customers with their consent. Customers below 13 years old are asked to refrain from
sending personal information to the Company’s Websites, etc. without the consent of their
guardians.

Customers below 13 years old are permitted to participate in various programs including
free giveaways; however, notification that they have won and the prizes may be sent to their
guardians. In cases where a winner is below 13 years old, consent from their guardians shall

be obtained prior to releasing the above winner’s name, age or photos.

Article 5: Personal Information and Information relating to Individuals

1. Information handled by the Company
Names, dates of birth, gender, phone numbers, addresses, postal codes, email
addresses, history of purchases, point ID, point usage and other information
provided through entry forms.

2. Information collected automatically by use of Websites, etc.
Device information (device IDs, IP addresses, etc.), log information, Cookies,
location information and other informative information (AAID, IDFA).

If Customers should desire the use of informative information to be discontinued, please set



restrictions for advertising identifiers (opt out), etc. in accordance with the guide described
in the following websites.
However, if Customers should take such measures, use of services for the Websites, etc. may
be restricted and/or a part of functions provided through services may be unavailable.
»  Setup of IDFA advertising identifier on iOS devices
[Apple Support
Center] https://support.apple.com/kb/HT4228?viewlocale=ja_JP&locale=en_US

= Setup of Google Advertising ID advertising identifier on Android devices
[AD ID - Google Play
Help] https://support.google.com/googleplay/answer/3405269

Article 6: Shared Use of Personal or Pseudonymized Information within Groups
As shown below, use of personal and pseudonymized information of Customers can be
shared among the following shared users.
The term “Pseudonymized Information” shall mean information relating to an individual
obtained by processing personal information so that specific individuals cannot be identified
unless it is collated with other information by taking measures such as deleting or replacing
individual identification codes included in personal information either in part or entirely.
1. Scope of shared users
McDonald's Corporation, McDonald's Holdings Company (Japan), Ltd.,
McDonald's Company (Japan), Ltd. and affiliates and franchisees of such.
2. Purpose of use
Same as those stipulated in Article 3: Specifying the Purpose of Using Private
Information and Usage.
3. Items of personal information to be shared
Names, telephone numbers, addresses, email addresses, purchase history, details of
customer inquiries, personal history/qualifications/situation of training relating to
work of employees, etc., situation of entering/executing Franchise Agreements,
situation of entering/executing agreements relating to restaurants, etc.
4. Ttems of pseudonymized information to be shared
Pseudonymized information is personal information from 3 above that has been
processed with descriptions and individual identifications codes being deleted so
that a specific individual cannot be identified unless collated with other information.
5. Management supervisor of shared use
McDonald's Company (Japan), Ltd.
(For the address and name of the representative, etc., please refer to the Corporate

Profile page.)


http://support.apple.com/kb/HT4228?locale=en_US&viewlocale=ja_JP
https://support.google.com/googleplay/answer/3405269
https://www.mcdonalds.co.jp/company/outline/gaiyo/
https://www.mcdonalds.co.jp/company/outline/gaiyo/
https://www.mcdonalds.co.jp/company/outline/gaiyo/

Article 7: Entrustment of Personal Information

1. The Company may entrust the handling of personal information by executing a
strict personal information protection agreement with a partner company that has an
adequate system to protect personal information. In addition, names and addresses,
etc. may be provided to couriers to deliver products to Customers.

2. Entrustment to overseas third parties
When entrusting to an overseas business operator, the Company selects business
operators in the countries prescribed by the Rules of the Personal Information
Protection Commission or business operators that have systems conforming to the
standards prescribed by the Rules of the Personal Information Protection
Commission in place, obligates said business operators to follow matters required for
personal information protection by entering strict personal information protection

agreements with them and exercises appropriate supervision.

Article 8: Third Party Provision
The Company shall not provide the Customers’ information to any third party without prior
consent of said Customers, except in cases required by laws and regulations. However, the
Customers’ information may be provided to a third party without prior consent of said
Customers, to the minimum extent necessary, in the following cases:

1. cases based on laws and regulations;

2. cases in which there is a need to protect the lives or assets of people;

3. cases in which it is needed to enhance public hygiene or promote the healthy

fostering of children; or
4. cases in which there is a need to cooperate with public organizations such as the

police or courts.

Article 9: Safety Control Measures

The Company takes necessary and appropriate safety control measures to prevent leakage,
loss or damage of Customers' personal information. The main contents are as follows.
(Establishment of rules concerning the handling of personal information)

» The Company has established internal rules regarding the acquisition, use, storage,
provision and deletion/discarding of personal information, including handling
methods and responsible persons.

(Organizational safety control measures)

* A management supervisor has been established for the management of personal



information.

Under internal rules, only those who are required to know or use the information for
business reasons are allowed to possess and use personal information, and only to
the minimum extent necessary, with the number of persons who may possess and
use personal information being limited.

A reporting system is in place to report to the management supervisor in the event
that there is the occurrence or signs of the Personal Information Protection Act or
related internal regulations being violated or in the event that there is the
occurrence or signs of leakage or other incidents of personal data.

Self-inspections for the situation of the handling of personal information shall be
conducted regularly using check sheets prescribed by the Legal Department and

others, and audits by the Internal Audit Department and others shall be executed.

(Human safety control measures)

The Company's Working Regulations include matters relating to the protection of
personal information. Under the Working Regulations, employees are required to
pay sufficient attention to the management of personal information, to not
wrongfully acquire information that is not related to their duties, to not present, use
or provide personal information obtained in the course of their duties to others, both
inside and outside the company, beyond the scope of their duties and to promptly
return personal information that they had been managing upon being transferred or
resigning.

Employees are provided with training and other methods to ensure that they are

aware of the important points regarding the handling of personal information.

(Physical safety control measures)

When storing personal information on paper, etc. or on external storage devices such
as USB flash drives or CDs, the information must be stored in a place that can be
locked.

A retention period shall be set for personal information, and the information shall
promptly be discarded after the retention period or when it is no longer needed.
When discarding information, the management supervisor shall be held accountable

for cutting, dissolving or deleting the data in an unrecoverable form.

(Technical safety control measures)

When storing personal information in electronic files (including storage in external
storage devices as described above), access control is implemented to prevent access
by third parties.

Employees with access to personal information are limited, and furthermore, if those



with access rights should leave the company or be transferred and no longer be
granted access, access is immediately disabled.
» Firewalls, etc. are installed at the connection points between information systems
and external networks to block unauthorized access.
(Understanding the external environment)
»  When handling personal information in other countries, safety control measures are
implemented based on the understanding of the systems for the protection of

personal information in said countries.

Article 10: Rights of Customers

Providing personal information to the Company is optional and Customers may choose not
to provide such information. However, this may limit the services Customers can receive.
Customers may request the personal information protection management supervisor to
disclose the personal information they provided to the Company. Customers may seek to
revise incorrect personal information, if any. Furthermore, Customers may request that use
of such information be discontinued or that it be deleted in cases where there is
questionable handling, etc. by the Company.

Please contact McDonald's Japan’s Customers Service Desk below to apply to have personal
information be disclosed, revised, use be discontinued or deleted, have records of use of
personal information by third parties be disclosed or to exercise any other rights granted
under the Personal Information Protection Act.

» The Company may be unable to abide by requests in regard to Customers’ personal
information if the Customers’ identity cannot be confirmed, the personal
information has already been discarded or deleted or such actions may significantly
interfere with the proper execution of business.

» A fee may be charged for the disclosure of information.

.

Article 11: Contact Information
If there should be any questions regarding this policy or questions, comments, complaints or
concerns regarding the Company’s handling of personal information, please consult the

contact information below.

Article 12: Revisions to This Policy
This Policy may be revised due to changes in the personal information collected and/or the
purpose of use etc. Individual Customers will not be notified of revisions to the Policy which

will be announced by updating this website. Therefore, it is recommended that this website



be visited on a regular basis.

[Contact information]
Customer Service Desk, McDonald's Company (Japan), Ltd.
Toll-Free: 0120-010-916

Inquiry Form: https://www.mcdonalds.co.jp/cservice/



https://www.mcdonalds.co.jp/cservice/

